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Medical / Hazardous
areas
Issue 02/2016 of e-tech focuses on
a number of issues related to the
medical environment, including the
growing role played by wearable
devices and sensors in healthcare,
the developing impact of IoT and Big
Data on the medical environment.
Hazardous areas is also on the
agenda, with a look at non-electrical
types of protecting equipment for
explosive atmospheres, following
the publication of International
Standards.
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EDITORIAL

mHealth on the rise
Mobile healthcare is transforming the medical environment
Mobile technology is affecting almost every facet of our lives, at home,
in the workplace and everywhere in between. The emergence of smart devices
in the last decade has also had a major impact in the healthcare sector.
Smart changes
Smart devices, smartphones in particular, have changed the way people interact with one
another and with the world around them. According to statistic portal Statista, the number
of smartphone users worldwide is forecast to reach 2,08 billion in 2016 and 2,66 in 2019.
Access to mobile data and a wide range of applications and services touches on everyday
life, both in developed and in developing countries.
Claire Marchand
Managing Editor e-tech

Instant access to GPS mapping, online banking, entertainment, movie and restaurant
recommendations or news reports make life much easier for smartphone users. The ever
growing number of fitness-related devices and associated smartphone applications, which
some saw as a fad, seems to perdure and make people more conscious of their well-being.
They can even share some of the data they collect, such as blood pressure or heart rate,
with their physician.
Worldwide benefits of mHealth
Going a step further, developers are now producing apps for professionals in the
medical sector. eHealth, i.e. healthcare practice supported by electronic processes
and communication, has led to mHealth – mobile health – to collect community and clinical
health data, deliver healthcare information to practitioners, researchers, and patients,
and provide real-time monitoring of patient vital signs, among other things.
In developing and emerging markets especially, smart devices have come to play
an important role for millions of people. They provide access to education, business
opportunities and health services that wouldn’t otherwise be available.
This is just the beginning of a new era in the medical environment, but one that may forever
change the doctor/nurse-patient relationship.

Patients can consult their physician online

Smart devices are used to train health workers
in developing countries (Photo: mPowering
Frontline Health Workers)
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New openings for surgical robots
Surgical robots, first introduced some 30 years ago, are proving increasingly
useful for many applications
Peter Feuilherade
Robotic‑assisted surgery
involves a surgeon using
a computer‑assisted
electromechanical device to
carry out complex and technically
demanding medical procedures
on a patient. The value of surgical
robotic tools lies in their role
as machines that extend
the capabilities and precision
of the surgeon, rather than ones
that replace human skills.
Physician performing robotic angioplasty (Photo: Corindus)

Typically, a robotic surgical system
consists of a camera arm and multiple
mechanical arms with surgical
instruments attached to them.
The surgeon controls the arms while
seated at a computer console which
is located close to the operating
table and provides a high‑definition,
magnified 3D image of the surgical
site. The surgical robot’s computer
software also filters out the surgeon’s
hand tremors. For robotic radiosurgery,
non‑invasive technology can deliver
high‑precision radiation therapy using
continual image guidance technology
and computer‑controlled robotic mobility.
Robotic surgical technology enables
a surgeon to perform surgical
movements that complement
the natural range of motion of the
human hand with greater precision,
combined with high definition 3D
visualization and magnification. Smaller
incisions mean smaller scars, lower
levels of blood loss and reduced
trauma to the tissue involved, in
comparison with conventional surgery.
The smooth operation of a surgical
robot relies on its electrical and
mechanical components, sensors and

4

e-tech I Issue 02/2016

computer software working together
in harmony as well as on the skill and
experience of the surgeon in charge.

IEC Standards vital as market
expands
Growth in the worldwide robotic
surgical systems market is being
fuelled as emerging competitors
challenge the dominance of established
players by offering greater affordability
and technological innovation.
The global market for surgical robot
devices is forecast to expand from
USD 3,2 billion in 2014 to USD 20 billion
by 2021 “as next generation devices,
systems and instruments are
introduced to manage surgery through
small ports in the body”, according
to an April 2015 report by the US
company WinterGreen Research.
Medical robotics is a relatively new
domain and relies on IEC International
Standards to help ensure that the
design and manufacture of parts
meet the strictest requirements. The
Subcommittees (SCs) and Working
Groups (WGs) of IEC Technical
Committee (TC) 62: Electrical

equipment in medical practice, have
been responsible for carrying out
the bulk of the medical equipment
standardization work required to
formulate the IEC 60601 family of
Standards. These cover the safety
requirements for medical electrical
(ME) equipment and medical electrical
systems (MES) in current use.
IEC SC 62A: Common aspects of
electrical equipment used in medical
practice, formed Joint Working Group
(JWG) 9 with ISO TC 184/SC 2: Robotics
and robotic devices, in June 2011; the
Joint Working Group is now linked to
ISO/TC 299/JWG 5. The JWG 9 remit
is to “develop general requirements
and guidance related to the safety
of medical electrical equipment
and systems that utilize robotic
technology. The work encompasses
medical applications (including aids
for the disabled) covering invasive
and non‑invasive procedures such as
surgery, rehabilitation therapy, imaging
and other robots for medical diagnosis
and treatment”.
More than 80 experts are currently
active in SC 62A/JWG 9, reflecting
the importance of standardization for
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the sector. The IEC is also examining
the still new and rapidly evolving issue
of the incorporation of higher levels of
autonomy in ME equipment and MES.

Touch me, heal me
Surgical robots incorporate sensors,
for example to relay information or
allow levels of force to be applied
precisely. Manufacturers can build
more reliable and efficient and safer
sensors and microelectromechanical
systems (MEMS) thanks to International
Standards prepared by IEC TC 47:
Semiconductor devices, and IEC SC 47F:
Microelectromechanical systems.
New types of motors for surgical robots
use ceramics and plastics rather than
metal components, so robots using
these materials are not affected by
machines that emit magnetic waves,
such as magnetic resonance imaging
(MRI) scanners.
As robots become cheaper and more
capable and the costs of sensors
and software that heighten their
capability continue to fall, new medical
applications are expanding.

of eventually providing surgical robots
with a sense of “touch”.
Other innovations include robotic
suturing, a robot‑guided laser
bone‑cutting device which offers
more precise cutting geometries,
and miniature snakelike robots only
a few millimetres in diameter.
A team led by the Hong Kong
Polytechnic University is developing
what it describes as the world’s first
internally motorized, minimally invasive
surgical robotic system. It successfully
carried out trials on animals using
the prototype in December 2015.
The system, called the Novel Surgical
Robotic System (NSRS), can be
inserted through a single, small incision
or even a natural orifice (incision‑less)
and expanded inside the human body
to perform various surgical operations.
The small arms and micromotors that
control them are then able to work
on the body without requiring a large
external machine to drive the tools.
The system is capable of haptic
(tactile) feedback, allowing the surgeon
operating it to feel the stiffness of

tissues being manipulated by the
instruments, a feature not available on
current major robotic surgical systems.
Dr Louis Phee of Singapore’s Nanyang
Technological University foresees
a time when customizable micro/nano
self‑configurable robots will be used
for screening, surgery and biopsies.
Nanorobots are robots the size of a cell
that could be introduced within blood
flow to eliminate cancer cells
or for tissue repair, among other uses.
Nanotechnology, the manipulation
of matter on atomic and molecular
scales, is a rapidly growing technology,
but one that is still, to a great extent,
in a developmental phase. However,
it is seen as having great potential
in medical applications. IEC TC 113
prepares International Standards for
nanotechnology for electrical and
electronic products and systems.
Dr Phee argues that “the real challenge
for the future of robotics in surgery
(and perhaps for surgery in general)
is to go beyond the mere imitation and
substitution by a robot of conventional
procedures and surgical gestures,

Minimally invasive robot instruments
can both look and feel for cancer deep
within the body, using a combined
ultrasound probe and pressure
sensor array. The latest radiation
oncology robotic surgery devices,
systems and instruments manage
cancer surgery through radiation
excision that eliminates open cutting
in the body. Meanwhile, advances in
robot‑assisted hip replacement surgery
assist surgeons in ensuring the optimal
alignment of artificial hip joints.
The next generation of robotic-assisted
tools for surgeons incorporates
advanced imaging and sensors
to help doctors during operations.
Researchers at Harvard are developing
low‑cost, millimetre‑scale force sensors
for robotic surgical tools, in which size
is the biggest challenge, with the aim

neuromate® stereotactic robot for functional neurosurgery (Photo: Renishaw)
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and rather to explore completely novel
procedures made possible only by
combining the use of robotic/mechatronic
tools together with human surgical skills.”

Robot love
Medical robots have wider applications
beyond surgery alone. For instance,
robotic arms provide rehabilitation
therapy for patients recovering
from strokes and other neurological
disorders. Autonomous mobile robot
fleets can serve as medical workhorses,
travelling for miles along hospital
corridors carrying medical supplies,
patients’ meals and other goods.
With people around the world living
longer, and rising healthcare costs for
the elderly overtaking tax revenues in
many developed countries, one solution
being mooted is that “cyberconscious”
robots could replace human caregivers.
In this scenario, care‑giving robots
would assist their elderly charges with
everyday tasks and remind them to take
their medication.

Single-Site™ instrument being positioned before an operation (Photo: Intuitive Surgical)

The latest research extends to
determining whether robots could
make stronger social and emotional
connections with people. The next
generation of home‑care robots, for
instance, could use visual cues such as
tears, audio signals such as extended

silence or barely audible speech,
and physiological signs such as
lowered temperature and raised blood
pressure to assess moods among the
elderly and could cheer them up during
periods of unhappiness.

Sensors everywhere
Sensors are rapidly being integrated into healthcare and hazardous environment
applications
Alan Hodgson, Chair, IEC TC 119:
Printed electronics
The decreasing cost of electronic
devices and growing access to
mobile technology and wireless
networks are driving the expansion
of the digital economy. Integrating
biosensors into this mix could bring
great benefits for medical care and
for increasing safety in hazardous
environments. IEC standardization
work will have an important role to
play in these developments.

The sensor environment
There has been a wide debate in
many publications, including e-tech
6
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and elsewhere, about the potential
importance of the Internet
of Things (IoT) – the global network
of interconnected embedded objects
or devices able to communicate
and to generate and share data
with one another – and the need
for the provision of data to it by sensor
arrays. The issue is also covered
extensively in the IEC White Paper
“Internet of Things: Wireless Sensor
Networks”. Sensors are a key element
of the interconnected world where
the IoT is concerned. As well as the
provision of information by individual
sensor groups, they contribute input
to the analytics that will shape the
future smart world. Sensors can also

contribute to future living outside the
IoT sphere, interacting in a closed
system with other electronic devices.
For example, the proliferation
of consumer electronics devices
such as smartphones is already
changing modern living. Their
embedded camera and Near Field
Communication (NFC) subsystems
can be used to link to external
sensor systems that are otherwise
unconnected to the outside world.
This can extend to sensors that
have no intrinsic electrotechnical
functionality, such as colour
change chemical labels that can
be interrogated by the smartphone

TECHNOLOGY FOCUS
camera. Utilizing algorithms running
on the device, the resulting information
is shown to the user on the electronic
display.
Some good examples of sensor
groups spanning this environment exist
within medical and hazardous area
monitoring. Applications span clinical,
sports and occupational health
and safety sectors.

Sensors for personal care
Sensors in medical devices are
not a new concept – they have been
a vital part of care within the hospital
environment for years. However,
until recently they have not been a
viable option for personal monitoring
outside these highly centralized care
settings. Societal trends such as
ageing populations have resulted
in a need for personal monitoring
with sensor systems outside these
traditional in-patient care settings.
This new generation of sensors could
be an enabling technology for a more
patient-centric, decentralized health
care system.
International Standards are a key
element of this and IEC Technical
Committee (TC) 62: Electrical
equipment in medical practice, will
be pivotal to this work. But as we
move into an environment of “Sensors
everywhere”, other IEC TCs will be
called upon to make a contribution.
For example, the work of TC 21:
Secondary cells and batteries,
is important for power, as is that

The Moticon sensor insoles turn shoes into
wireless performance-tracking systems
(Photo: Moticon)

iHealth wireless oximeter

of TC 119: Printed electronics,
for production technologies. Wireless
communication standards work
supports systems placed on (or in)
the patient whilst enabling patient
mobility and ensures the security
of their highly personal data. The
fabrication technologies from TC 21
and TC 119 bring the technology into
ever cheaper and smaller domains,
facilitating systems ranging from
disposable adhesive patches to
reusable on-body devices. And in
this mix we may soon see smart
medical dressings, making possible
the real-time monitoring of wounds
for infection and the rate of healing.
Such health informatics, the province
of ISO TC 215, will in turn drive the
delivery of healthcare services to
remote locations, in what is called the
telemedicine market. The American
Telemedicine Association projects that
this market, estimated at
USD 14,4 billion in 2015, will reach
USD 34 billion by 2020, growing at a
compound annual growth rate (CAGR)
of 18,6% from 2015 to 2020.
One interesting extension lies in the
integration of a number of different
sensors together to produce a “bigger
picture”. Wearable Smart Devices
(currently the subject of an IEC
Strategy Group (SG) 10 provide an
interesting example of this in the form
of gait and fall prediction devices.
These could be wearable sensors,
mounted within the insole of a shoe,

monitoring foot pressure distribution
and acceleration in a number of
planes with a wireless connection.
One possible combination is printed
pressure sensors and MEMS-based
accelerometers, bringing together the
work of TC 119 and IEC SC 47F: Microelectromechanical systems. These
systems integration tasks, discussed in
the January/February edition of e-tech,
will be covered by the liaison activities
between these Technical Committees.
The issue of gait and fall prediction
takes us out of the purely medical
application areas and into sectors
such as ageing populations. However,
it also takes us further into diagnosis
and therapy regimes, particularly in
the area of sports medicine. Athletes’
clothing with integrated sensors
and skin adhesive patches are all
positive vehicles for these sensor
arrays, taking the technology further
into other application areas outside
personal care, particularly into the area
of personal safety.

Sensors for personal safety
Sensors continue to be a key element
of many personal safety systems. An
excellent example is provided by the
tiny MEMS accelerometers used
in vehicle airbags (see article in e-tech
January/February 2014). However,
sensor systems look likely to become
much more widespread in the personal
Issue 02/2016 I e-tech
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Respiratory protective devices.
International Standards for these
devices are developed by
ISO/TC 94/SC 15. However,
as many of these devices now
come equipped with electrical
subsystems, such as powered fans,
the incorporation of electrotechnical
sensors in them is logical.

can be very thin whilst remaining
flexible, conductive and transparent.
Thin layers result in high surface
to volume ratios and the potential
to produce sensor elements for a
wide range of biomedical applications.
This type of sensor could also find
applications outside biomedicine,
notably as industrial pressure sensors
for areas such as aerospace.

MEMS can be found in countless systems
thanks to mass production (Photo: Robert
Bosch GmbH)

safety sector and in hazardous
environments. They include:
•

Monitoring personnel safety
in high stress environments.
Human performance and wellness
monitors are being developed for
the military, pilots and emergency
service personnel using wearable
technologies. They will require
biosensor technologies looking
at early warning signs of stress,
fatigue or injury.

Where is graphene?
No discussion of sensors would be
complete without consideration of the
potential of 2-dimensional materials
such as graphene, coordinated within
Work Group (WG) 8: Graphene related
materials/Carbon nanotube materials,
of IEC TC 113: Nanotechnology
standardization for electrical and
electronic products and systems.
The use of graphene in sensors has
been the subject of much research
and this material is considered as ideal
for sensor elements due to its attractive
thermal and electrical conductivity, its
electrical properties and a large surface
to volume ratio. For example, graphene

Sensors to play key role in the
future work of many IEC TCs
The IEC recognizes that sensors will
have a key role to play in the work
of many of its TCs into the future.
The IoT will be an obvious driver in this
but the additional fields of biosensors in
personal medical care and sensors for
safety in hazardous environments will
take the devices into some wider areas.
The digital economy, as well as societal
trends such as ageing populations
and the need to keep healthcare costs
under control, will continue to underpin
these trends well into the future.

Keeping medical electrical equipment
safe from interference
Safe operation of medical equipment is essential to protect patients and users
Morand Fachot

IEC Technical Committee (TC) 77:

Compatibility (ACEC), to prepare

Electromagnetic compatibility

Electromagnetic compatibility,

specific International Standards for

(EMC), the ability of electronic and

and its Subcommittees (SCs). These

their products.

electrical systems or components

publications have a horizontal function

to work reliably and safely when

and are referenced by product

they are close together is crucial

committees.

in many domains, in particular
in the medical environment.
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General and particular
requirements for EMC for MEE

IEC TCs and SCs refer to a number

and MES

of IEC TC 77 publications, and to

All medical electrical equipment (MEE)

IEC Guide 107:2014, Electromagnetic

and systems (MES) must meet general

A general framework

compatibility – Guide to the drafting

EMC Standards prepared by IEC TC 77.

International Standards, Technical

of electromagnetic compatibility

However, some specific International

Reports and Technical Specifications

publications, developed by the Advisory

Standards are still needed for electrical

in the field of EMC are prepared by

Committee on Electromagnetic

equipment in medical practice. These
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are primarily developed by the SCs
of IEC TC 62.
IEC SC 62A: Common aspects
of electrical equipment used in medical
practice, developed IEC 60601-1-2:2014,
Medical electrical equipment – Part
1-2: General requirements for basic
safety and essential performance –
Collateral standard: Electromagnetic
compatibility – Requirements and
tests. This Standard outlines general
requirements such as risk management
for MEE and MES and for non-MEE
used in MES, as well as normative
references, electromagnetic emission
requirements for MEE and MES
and guidelines for tests.
IEC SC 62B: Diagnostic imaging equipment,
prepared IEC 60601-2-37:2015, Medical
electrical equipment – Part 2-37:
Particular requirements for the basic
safety and essential performance of
ultrasonic medical diagnostic and
monitoring equipment. This Standard
does not cover ultrasonic therapeutic
equipment, but equipment used for
the imaging or the diagnosis of body
structures by ultrasound in conjunction
with other medical procedures.
IEC SC 62D: Electromedical equipment,
developed IEC 60601-2-4:2010,

Ultrasound imaging equipment is widely used in operations (Photo: Philips)

Medical electrical equipment – Part 2-4:
Particular requirements for the safety
of cardiac defibrillator. A defibrillator is
a medical electrical equipment intended
to automatically analyse and/or to
normalize the rhythm of the heart by
an electrical pulse via electrodes applied
either to the patient’s skin with external
electrodes or to the exposed heart
with internal electrodes. The Standard
covers various components such as
electrodes, charging and discharge
circuits, and more.
Another International Standard that
was not developed by IEC TC 62 or its
SCs relates to hearing aids. Hearing
aids are wearable instruments intended
to aid a person with impaired hearing.
International Standards for hearing
aids are developed by IEC TC 29:
Electroacoustics.
To ensure EMC for hearing aids
IEC TC 29 developed IEC 60118-13:2016,
Hearing aids – Part 13: Electromagnetic
compatibility (EMC). This Standard
covers requirements for electromagnetic
emissions, for electromagnetic
immunity, electrostatic discharge
and various test procedures.

EMC is important for hearing aids
(Photo: Siemens)

disturbances), they shall comply
with certain requirements set out
by the IEC International Special
Committee on Radio Interference
(CISPR) “based on their classification”.
These requirements and classification
are contained in CISPR 11:2015,
Industrial, scientific and medical
equipment – Radio-frequency
disturbance characteristics – Limits
and methods of measurement.
Although EMC International Standards
and other publications developed by
IEC TC 77 cover most MEE and MES,
standardization work done by the SCs
of IEC TC 62 and by IEC TC 29 are still

Defibrillators require a special EMC
Standard (Photo: Defibtech)

As hearing aids are operating on radio
frequencies (on may be affected by RFs

essential for specific issues concerning
certain categories of medical equipment.

Issue 02/2016 I e-tech

9

TECHNOLOGY FOCUS

How tiny technology is reshaping
healthcare
Nanotechnology in medical wearables and implants is revolutionizing the way
medical conditions are monitored, diagnosed and treated
Antoinette Price
Imagine contact lenses which
proactively monitor the blood
glucose levels of your tears
and transfer that information
to a doctor’s mobile device,
or an intelligent management
system for asthma, lower back
issues or a smart health patch
which keeps tabs on a patient’s
vitals? Some of these devices
are being developed, while
some are already in use.
Biochip

A market set to boom
Nanotechnology involves manipulating
materials on an atomic or molecular
scale, especially to build microscopic
devices, such as medical wearables,
which can be worn on or in the
body. The diverse parts comprising
this technology include microchips,
biosensors, special coatings for tiny
devices and very small scale batteries.
Medical wearables are increasingly
smart. Gathered information can be
conveyed for external analysis.
The aim is to provide patients with
tailored treatments if required.
A report by research company
MarketsandMarkets entitled
Nanotechnology in Medical Devices
Market shows great potential. It states
that the global nanotechnology for
medical devices was valued at around
USD 5 billion in 2014 and is expected
to reach USD 8,5 billion by 2019.
Like any new industry, and even
more so for health-related products,
manufacturers of such wearables
will need to ensure users that their
products are safe, reliable and function

10 e-tech I Issue 02/2016

correctly. The work of a number
of IEC Technical Committees (TCs)
contributes to achieving this, while
enabling the industry to evolve
and innovate.

Standards for better well-being
The safety of patients using medical
devices (internal/external wearables)
is paramount, whether the devices
are powered by battery or the mains.
Several IEC TCs prepare International
Standards for the different parts that
make up these devices. IEC TC 62:
Electrical equipment in medical
practice, covers electrical equipment,
electrical systems and software used
in healthcare and their effects
on patients, operators, other persons
and the environment.
IEC TC 113: Nanotechnology
standardization for electrical
and electronic products and
systems, comprises the terminology,
measurement and characterization
and performance assessment
of substances, such as luminescent

nanoparticles, used for diagnosing
diseases or certain coatings for
implanted devices, as well as new
materials for nano-enabled batteries.
It is currently working on specific
tests for graphene, a highly versatile
substance, which could eventually be
used for a wide variety of applications,
including electronics thanks to its
remarkable properties. In the case
of medical wearables, it could be used
for thin, flexible electrodes. The TC is
drawing on its global expertise to find
out how to measure conductivity,
for example, between two electrodes
on a graphene layer.
Graphene is the thinnest, strongest
and lightest compound known. At one
atom thick (a million times thinner than
a human hair), it is between 100 to 300
times stronger than steel. With one
square meter coming in at around
0,77 milligrams, it is ultralight while
remaining very flexible. It is also a highly
electrically and thermally conductive
transparent conductor. Its potential is so
great that Europe’s largest ever research

TECHNOLOGY FOCUS
initiative, the Graphene Flagship Project,
is dedicated to developing its use
in many areas.
Wafer thin printed electronics
and nano batteries
Printed electronics or the printing
of circuits on rigid or flexible substrates
is often merged with 3D printing and
provides interesting options for medical
applications. These include wearable
sensors and monitors, for example,
skin patches or implantable glove-like
cardiac monitoring devices fitted with
tiny printed sensors. While IEC TC 62
creates Standards for electrical
equipment in medical practice,
IEC TC 119: Printed electronics,
produces Standards for the printed
electronics parts, some of which are
used in such equipment. The Standards
cover their terminology, materials,
processes, equipment, products
and health/safety/environmental aspects.
As battery technology evolves to very
small scale for these devices, the work
of IEC TC 21: Secondary cells and
batteries, will ensure safety installation
principles, performance, battery system
aspects, dimensions and labelling for
existing and new developments through
the Standards it produces.
For more information on IEC TCs
which contribute to medical wearable
technology, including audio, video and
multimedia systems, electromagnetic
compatibility, methods of assessment
for magnetic and electromagnetic
fields associated with human exposure,
safety of electronic equipment in
these fields, environmental aspects
and more, see the article Printed
Electronics in the January/February
2016 issue of e-tech.

The benefits are many
Constant minimally-invasive health
monitoring already improves the quality
of life for many people living with
serious health conditions. It can also
flag up potential illnesses and help

Medical nanorobots

prevent diseases developing. This kind
of monitoring saves time and costs
thanks to fewer physical appointments,
and can provide more targeted,
effective solutions. The scope of
application for this kind of healthcare is
broad, for example, for people located
far from their doctors, those with busy
schedules, or aging populations, who
may be less mobile. Some hospitals in
the US have already begun adopting
software systems to track the medical
histories of consenting patients. It also
provides doctors with a bigger picture
of a patient’s health, as opposed to a
snapshot during a single visit.

Staying securely connected
There is no doubt that the technology
behind medical wearables is disrupting
the health industry and how it
diagnoses and treats health conditions.
Increasingly more personal data is
gathered, conveyed and stored in
individual devices and larger healthcare
systems. Despite the benefits, there are
still important issues which must be
solved before it is broadly adopted.
As the medical industry creates more
smart solutions to health issues, more
personal data will need to be conveyed
and stored securely for analysis.
As already experienced with smart
phones, smart homes and connected
cars, any devices connecting to the
Internet of Things must provide the
protection of personal data. This is
even more critical in the case
of devices such as pacemakers
or drug delivery systems.

The IEC has set up a number
of technical committees, which are
working towards ensuring this. Data
security, integrity and privacy are
central to the work of IEC TC 62.
In particular, IEC Subcommittee (SC)
62A: Common aspects of electrical
equipment used in medical practice,
has prepared International Standards
and Technical Reports that cover
medical device software and IT
networks incorporating medical
devices.
In general, International Standards
for IT security techniques are covered
by ISO/IEC JTC 1/SC 27, a SC of the
Joint Technical Committee (JTC) set
up by the IEC and the International
Organization for Standardization (ISO)
to work on International Standards
for information technology, which
contribute significantly to data security
in the medical world.
Additionally, the IEC Advisory
Committee on Security (ACSEC)
deals with information security and
data privacy matters which are not
specific to a single IEC TC; coordinates
activities related to information security
and data privacy; provides guidance
to TC/SCs for implementation
of information security and data
privacy in a general perspective
and for specific sectors.
Cybersecurity is also the focus of the
IEC Conformity Assessment Board
(CAB) Working Group (WG) 17, and
IECEE Policy and Strategy (PSC) WG.

Nanomedical technology

Issue 02/2016 I e-tech

11

TECHNOLOGY FOCUS

Reverse mode fuel cells for energy storage
Using fuel cell modules in reverse mode will improve energy storage
for renewables
Stephen J. McPhail, IEC TC 105
delegate for Italy
A sense of collective responsibility
is required to cope with the growing
dependence on energy, given the
fundamentally unpredictable nature
of primary energy supply, the
intermittent nature of renewable
energy sources and changing energy
consumption demands and patterns.
The growing need for decentralized
(local or remote, residential or
commercial) power generation calls
for systems that maximize smallscale electrical efficiency. Fuel
cells (FCs) are ideal candidates for
fulfilling this demand. In fact, at 60%
proven net electrical efficiency for
generators with a power output as
low as 1 kWe, FC systems are head
and shoulders above any other fuel
conversion technology. If they are to
succeed in being deployed widely,
FCs for stationary applications
should be able to use any locally
available fuel. When and if production
volumes manage to cover the
extensive need for small-to-medium
scale generation – which will also

depend on the realization
of anticipated reductions in cost –
there is no reason why FCs should
not also be used on the largest
scales of power production.

Energy storage is key to renewable
energy
The growing penetration of wind power
and solar photovoltaic farms is a
positive consequence of government
incentives and industries working
together in a worldwide context. This
has succeeded in bringing down the
cost of the technologies and greatly
increased their deployment. However,
the implication of large volumes of
power emanating from variable and
intermittent renewable sources being
fed into conventional grid structures is
often the reason why the use of these
forms of energy is curtailed in favour
of grid stability. Smart grid solutions
can only partially adapt electricity
demand to these unpredictable
patterns. In order to avoid installed
capacity and clean primary energy
going to waste, it is crucial to be able

to store the electricity produced from
these renewable sources. Using water
electrolysis to produce hydrogen is a
weight-efficient (compared to batteries)
and location-flexible (compared to
pumped hydro) method to convert
and store surplus electricity.

Hydrogen offers multiple benefits
Hydrogen can be converted back
to power effectively in commercial,
low-temperature FCs. It is particularly
suited to mobile applications in fuel
cell electric vehicles (FCEV), where
the electricity that has been stored as
hydrogen can add value by supplying
energy for transportation.
Similarly, hydrogen is a highly valuable
primary substance in the chemical
industry, when used in conjunction
with industrial processes to produce
substances such as ammonia, chlorine
and steel. It is also used in the refining of
fossil fuels as well as in the food industry.
The electrochemical production of
hydrogen has enormous potential for

Fuel cells will provide storage solutions for intermittent wind and solar power (Photo: Courtesy of Vestas Wind Systems A/S)
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systems could combine different FC
technologies for hydrogen and power
generation, but a specific task on test
procedure development for reversing
FCs needs to be undertaken as this
currently constitutes a gap in the
standardization portfolio.

Fuel cells are being introduced in the
automotive sector (Photo: Hyundai)

the profitable matching of large-scale
renewable energy generation and
economic development. Although
it requires the hydrogen handling
infrastructure to be set up, the use
of fuel cell systems in reversing mode
for alternating power storage and
power generation within a unique
system boundary is a readily available
engineering solution to the issues
currently connected with distributed
energy management. Furthermore,
the interesting prospect of using hightemperature, solid oxide cells which
are capable of being operated directly
as both power generators and power
storing devices simply by inverting
polarity, has prompted IEC Technical
Committee (TC) 105: Fuel cell
technologies, to look into the need
for standardizing developments
in this direction.

Bringing FC and electrolysis
operation standardization together
The present standardization work
on FC and electrolysis operation
does not yet cover reversing FCs.
Similarly, systems designed to meet
power storage and power generation
needs within a unique solution – even
if composed of separate FC and
electrolysis modules – are not currently
within the mantle of standardization.
Given the potential of the application,
this represents a promising area for
standardization. A generic system
approach is advisable (power in,
power out, by-product heat and grid
connections) for industry use. It should
be noted that power-to-gas-to-power

FC-based reversing power storage
and generation systems already
deployed
Across the world, industries are
already demonstrating systems based
on FCs for the reversing storage and
generation of renewable power. In
Japan, Toshiba has had a system
for buffering solar PV in operation
since April 2015 (polymer electrolyte
membrane, or PEM, electrolyzer,
hydrogen storage and PEMFC at
throughputs of 1-2,5 m3/h of hydrogen).
In Germany, Sunfire is developing
reversing (or regenerative) solid oxide
fuel cell (SOFC) systems of 10-500
kWe. In addition to these, FuelCell
Energy is ramping up SOFC/SOEC
(SOEC = solid oxide electrolyzer cell)
installations for energy storage in the
US and, in Italy, Electro Power Systems
has already deployed a significant
number of PEM-based systems for
remote, off grid, constant powering of
telecom masts with
PV hybridization.

IEC leads standardization work
The IEC is keeping abreast of this rapidly
evolving scenario, and TC 105 has
approved new work proposals for the
development of International Standards
on energy storage systems using FC
modules in reverse mode. IEC TC 105
ad hoc Group (ahG) 6 will be responsible
for this, encompassing the prenormative
activities on the definition and validation
of testing and characterization
procedures of these modules being
carried out in the European collaborative
project SOCTESQA (Solid Oxide
Cell and stack Testing and Quality
Assurance, supported by the Fuel Cells
and Hydrogen Joint Undertaking). The

objective is to develop performance test
methods for power storage and buffering
systems based on electrochemical
modules (combining electrolysis and fuel
cells, in particular reversing fuel cells),
taking into consideration the options
of both re-electrification and substance
(and heat) production for the sustainable
integration of renewable energy sources.
The proposed Standards, which are
considered the most important and
will come under IEC 62282-8 for
Energy storage systems using fuel cell
modules in reverse mode, are:
IEC 62282-8-101, Solid oxide single
cell and stack performance including
reversing operation
IEC 62282-8-102, PEM single cell and
stack performance including reversing
operation
IEC 62282-8-201, Power-to-power
systems performance
The call for experts for these projects
is open. The project leaders are
Dr Stephen McPhail (Italy) for
IEC 62282-8-101, Prof Hongmei Yu
(China) for IEC 62282-8-102 and
Dr Tsuneji Kameda (Japan) for
IEC 62282-8-201. The convenor of
ahG 6 is Stephen McPhail, assisted by
Dr Kazuo Shibata (Japan) as Secretary.
Target dates for the first Committee
Drafts and finalized International
Standards are the end of 2016
and mid-2019, respectively.

Boeing's fuel cell energy storage system uses
a technology called a “reversible solid oxide
fuel cell” to store energy from renewable
resources (Photo: Boeing via UAS Vision)
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Safeguarding fast expanding
healthcare data
Growing reliance on electronic data in the healthcare environment has security
implications for patients and healthcare providers
Morand Fachot
Recent years have witnessed
a rapidly growing volume
of healthcare-related data being
collected from a variety of sources
that include patients’ records,
and information provided through
home monitoring or wearable
smart devices.

Fast expanding volume
of healthcare-related data
This big data, which describes vast
and complex amount of data from
a variety of often unrelated sources,
is increasingly stored electronically
in cloud databases. It is worthless
unless properly managed, analyzed
and converted using medical
informatics into practical medical
applications. However, a number
of recent incidents have also
highlighted the risk that this data could
be compromised, tampered with or
misused. Protecting electronic medical
records’ integrity has become an
overriding priority.

Paper or electronic health records?
Keeping and maintaining medical
records on paper or in other physical
forms is very time-consuming and
presents a number of drawbacks,
regarding in particular workload,
accessibility and information sharing:
• physicians, nurses or support staff
have to fill and file physical records
(including medical history and
imagery) by hand, wasting valuable
time
• records of the same patients using
different healthcare providers
are dispersed across many
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•

facilities, making it difficult to put
together their medical history, and
contributing to unnecessary repeat
testing
records may not be retrieved easily
or in a timely manner, access being
limited by location or opening
hours; they may have to be faxed or
sent by mail. This can have serious
consequences in emergency
procedures, for instance

By contrast electronic health records
(EHRs) present a number of obvious
benefits for healthcare facilities’
workload, for accessibility and sharing
of patients’ information:
• entering patients’ medical data using
computers allows more complete
information to be recorded
• EHRs allow the complete medical
history of patients, including
medical imagery or the adverse
effects of certain medication,
to be kept in a single file that
can be accessed by all practitioners

•

they can be transferred
electronically and accessed
around the clock by medical
facilities and physicians

Health monitoring anywhere,
anytime
Keeping track of patients’ health in
the home environment is getting more
important in many countries faced
with a growing ageing population
and healthcare costs. Many people,
particularly the elderly, need to
be frequently monitored for health
issues, however regular visits by
health professionals or to healthcare
facilities may not always be practical
or possible. Furthermore, most people
prefer independent living, while letting
healthcare professionals remotely
monitor their condition and be alerted
if there’s something wrong. A number
of remote patient monitoring solutions
relying on the transmission of patients’
data via computer or wirelessly have

The wearable ViSi Mobile System lets doctors wirelessly monitor patients' vital signs
(Photo: Sotera Wireless)
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The Jawbone UP3 fitness tracker is one many wearable devices that collect personal fitness data (Photo: Jawbone)

been introduced in recent years and
are used in private homes and nursing
environments. They include, for
instance:
• smart bed technology that uses
a sensor mat placed under any
mattress that continuously detects
patient motion and presence.
This technology helps transform
any bed into a smart bed. It helps
drastically cut pressure sores and
prevent falls. It is also available for
children, to assess quality of sleep
by monitoring presence in bed,
average breathing and heart rate,
and movement
• electronic blood pressure monitors
that can record and store the
blood pressure of patients sitting
at home and transmit it to health
professionals via computer
• more advanced continuous multiparameter monitoring systems,
which can also give additional
readings of vital signs such as
pulse, heart and respiration
rates, skin temperature and SpO2
(estimate of the amount of oxygen
gas dissolved in the blood), are
used in in hospital environments.

•

They allow health workers to be
alerted remotely in case of changes
in patients’ condition
integrated home health and safety
monitoring solutions that provide
status of patients, changes in their
behaviour based on analyses of
individual patterns. These solutions
include finding out if a person is
up and active, stays in bed longer
than normal, needs assistance in
the bathroom, eats regularly, leaves
the front door open and more. They
rely on a multitude of sensors and
other systems which inform and
alert carers of possible issues or
incidents such as falls.

These solutions, among others, help
physicians monitor the conditions of
patients and anticipate potential needs
for medication or treatment.
They all rely on devices and systems
built around a variety of sensors;
International Standards for sensors are
developed by IEC Technical Committee
(TC) 47: Semiconductor devices,
and its Subcommittees (SCs).

Extending healthy life expectancy
and helping the elderly and people
with disabilities live a healthier,
more active and independent life is
important. To help achieve this the IEC
set up a System Committee on Active
Assisted Living (SyC AAL). Several
IEC TCs are also playing a leading role
in this domain with their activities
in various aspects of AAL.

Wearables everywhere – any good?
The development of so-called wellness
and health monitoring (mHealth) apps
for mobile devices and the introduction
of electronic mobile and wearable
devices have seen a spectacular
expansion. A February 2016 report
by Juniper Research estimates that “the
adoption of health monitoring devices
will nearly treble by 2020, exceeding
70 million [units] worldwide, up from an
estimated 26 million this year.”
The vast majority of mHealth apps
are intended for consumers rather
than healthcare professionals.
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According to the Financial Times “on
the Apple store alone, there are now
more than 165 000 health-related apps
available, offering everything from early
stage prevention to advanced medical
consultation and monitoring. Yet just
5% register any significant number
of downloads.” In addition to iOS,
Android and Windows mobile operating
systems propose also mHealth apps
paired to various devices.
These apps and devices have opened
new perspectives in healthcare.
However, many physicians express
doubts regarding the benefits of
consumer-oriented mHealth apps,
and also about the amount of data
generated, the practicability of using
it meaningfully and of safeguarding it
against security breaches.
Some 15% of mHealth apps are not
consumer-oriented, but designed for
healthcare professionals who use
them for applications such as access
to medical images, double checking
diagnoses, or looking up for drug
information and interactions.
Mobile and wearable devices rely
on International Standards prepared
by several IEC TCs and SCs, such as
IEC TC 47 and its SCs for
semiconductors and sensors,
IEC TC 21: Secondary cells and
batteries, and its SCs.

Danger lurking in the shadows
In recent years healthcare-related
big data, which offers a wealth of
information that can be exploited for
financial profit or other malicious goals,
has emerged as a target of choice
for criminals of all kinds as recent
examples show:
• healthcare service providers and
insurances have been increasingly
targeted by criminals. Between
2010 and 2014, approximately
37 million healthcare records were
compromised in data breaches
in the US, but in the first seven
months of 2015 alone, more than
105 million healthcare records had
already been exposed through 153
separate attacks, according to the
US Identity Theft Resource Center
(ITRC)
• John Kuhn, an IBM senior security
threat researcher, was billed
USD 20 000 by a hospital for
a surgery he never had after his
medical records were stolen from
the hospital. Kuhn had to pull
up his shirt in front of the billing
department to show them that
he did not have any major scar
on his stomach
• in February 2016 hackers
introduced ransomware that locked
the computer systems of the
Hollywood Presbyterian Medical
Center in Los Angeles. The hospital
agreed to pay a ransom of

USD 17 000 in bitcoins to have
its systems unlocked.
•

the following month the Methodist
Hospital in Henderson, Kentucky,
faced a similar attack, which forced
it to operate in an “internal state of
emergency” for five days. It didn’t
pay any ransom.

IEC standardization work at the
forefront of protection against data
breaches
The IEC is active in efforts to thwart
attacks aimed at breaching data
confidentiality in a number of domains,
including healthcare.
IEC TC 62: Electrical equipment
in medical practice, and its SCs,
develop International Standards for
electrical equipment, electrical systems
and software used in healthcare. The
TC remit is to focus on safety and
performance, including “data security,
data integrity and data privacy”.
IEC SC 62A: Common aspects
of electrical equipment used in medical
practice, has issued International
Standards and Technical Reports
that cover medical device software
and IT networks incorporating medical
devices.
In addition to data security-related
work carried out by IEC SC 62A,
significant international standardization
in the field of IT security techniques
at a general level is carried out by
ISO/IEC JTC 1/SC 27, a SC of the
Joint Technical Committee (JTC) set
up by the IEC and the International
Organization for Standardization (ISO)
to work on International Standards
for information technology.
The importance the IEC attaches
to cybersecurity was further highlighted

The LA Hollywood Presbyterian Medical Center computer systems were locked
by ransomware (Photo: Junkyardsparkle, via Wikimedia Commons)
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by the decisions taken in recent years
to create new entities.

TECHNICAL COMMITTEE AFFAIRS

Protecting systems small and big
from electromagnetic disturbance
IEC TC work on EMC protects covers multiple domains
Morand Fachot
Electromagnetic interference can
adversely affect many electronic and
electrical systems and equipment.
Ensuring the electromagnetic
compatibility (EMC) of these systems
and equipment is essential today.

EMC: what is it all about?
Electromagnetic compatibility (EMC),
the ability of electronic and electrical
systems or components to work
correctly when they are close together,
is important in many systems,
in particular when it affects their
reliability and safety.
EMC implies limits on electromagnetic
disturbances emitted by a component
or system as well as immunity
from this component or system
to electromagnetic disturbances
from other equipment operating
in its proximity.
The disruption created by
electromagnetic interference (EMI)
may be little more than annoying when
it has an impact, for instance, on radio
or television reception, but it may be
critically important when it affects
the safety of systems and users.
International Standards, Technical
Reports and Technical Specifications in
the field of EMC “with particular emphasis
on general application and use by product
committees (horizontal function)”, are
developed by IEC Technical Committee
(TC) 77: Electromagnetic compatibility.
IEC TCs and Subcommittees (SCs)
refer to a number of IEC TC 77
publications, and to IEC Guide 107:2014,
Electromagnetic compatibility – Guide

EMC testing chamber for electronic components (Photo: Philips)

to the drafting of electromagnetic
compatibility publications, developed
by the Advisory Committee

on Electromagnetic Compatibility
(ACEC), to prepare specific International
Standards for their products.
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produced by nuclear detonations
at high altitude (High Altitude
Electromagnetic Pulse (HEMP)) and
sources of Intentional Electromagnetic
Interference (IEMI).” Some 30 experts
are involved in SC 77D activities.
SC 77D publications number over
20 International Standards, Technical
Reports and Technical Specifications.

Essential work in countless
domains
All International Standards and other
documents developed by IEC TC 77
and its SCs are essential to reliable
and safe operations of countless
systems and equipment in many
industrial and other domains, such
as the medical environment.

IEC SC 77C develops Standards to protect from the effects of high altitude
electromagnetic pulse

IEC TC 77 was established in February
1981 and held its first meeting
in February 1983.
Some 260 experts are currently active
in this TC and its three SCs, each one
covering specific areas.

Low and high frequencies,
and high power
IEC SC 77A develops International
Standards in the field of EMC with
regard to low frequency phenomena,
i.e. lower than (or equal to) 9 kHz.
Over 150 experts participate in the
work of its five Working Groups
(WGs) which cover harmonics and
other low-frequency disturbances,
voltage fluctuations and other
low-frequency disturbances, low
frequency immunity tests, description
of the electromagnetic environment
associated with the disturbances
present on electricity supply networks,
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and power quality measurement
methods.
IEC SC 77B for its part, develops
International Standards “in the field
of EMC with regard to high frequency
continuous and transient phenomena”,
i.e. higher than (or equal to) to 9 kHz.
Some 70 experts are active in SC 77B
single WG on radiated and conducted
continuous phenomena immunity tests,
in its Maintenance Team for transient
phenomena immunity tests and in its
three Joint Task Forces (JTFs) with the
IEC International Special Committee
on Radio Interference (CISPR).
IEC SC 77C: High power transient
phenomena, prepares International
Standards in the field of EMC “to
protect civilian equipment, systems
and installations from threats by manmade high power transient phenomena
including the electromagnetic fields

In a very specific field IEC SC 77C
work is seen as absolutely essential
by governments and organizations that
seek to protect infrastructures from
high power EM threats.
This can be observed in documents
and references provided to the
UK House of Commons Defence
Committee by IEC SC 77C Chairman
Radasky and Secretary Dr Richard
Hoad. They figure prominently in the
Committee’s 10th Report of Session
2010–12: “Developing Threats: ElectroMagnetic Pulses (EMP)”. In addition,
earlier work by the US Congressional
EMP Commission included
contributions from IEC SC 77C.
Their work is published in two reports
available at www.empcommission.org.
As regards standardization and other
organizations, IEC SC 77C publications
have been adapted in recent years to
the needs of the telecommunications
industry by the International
Telecommunication Union (ITU) in ITU T
Recommendations K.78, and K.81, and
to the needs of the international power
industry in the International Council
on Large Electric Systems (Cigré)
WG C4.206 where work is underway.

CONFORMITY ASSESSMENT

Medical equipment in the digital era
How to ensure safety of state-of-the-art medical equipment
Claire Marchand

71,4 years in 2015. As far as individual

It is nevertheless worth noting

People live longer today than ever

countries are concerned, Japan

that while the gap with low-income

before. There are however major

tops the list (83,7 years), followed

countries is still important, those have

variations in life expectancy between

by Switzerland (83,3) and Singapore

made the greatest progress, with an

continents and countries. Even

(83,1). At the other end, some African

average increase in life expectancy
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countries have a life expectancy that is
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These variations between different

Major innovations
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Huge differences
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life expectancy, the most important

Organization (WHO), life expectancy at

in particular has taken its toll on the

evolution occurred in fighting diseases

birth of the global population averaged

African continent.

unrelated to water quality and

With telemedicine, physicians can reach patients that cannot leave their home or live in remote areas
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Robots are increasingly used in surgery and also in rehab or as caregivers to assist the elderly

malnutrition. Over the past century,

A new era

elderly people. This is of particular

many effective medicines were

The digital revolution has changed

interest as the life expectancy of the

discovered and brought to market,

our lives forever. It has also impacted

population is increasing. (see articles

thus helping cure many diseases.

the medical sector: Technological

in the Technology Focus section)
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in medical equipment: those have

nanotechnology, telemedicine, among
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life expectancy.
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medical devices are increasingly
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enacted throughout the world, with a
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growing emphasis on quality systems
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practice or the hospital. Physicians can

and standards. Consequently, it
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reach patients that live in remote areas.

becomes more and more important

medicine forward. The medical sector

that manufacturers of medical electrical

has changed drastically, to the point at

Medical robotics plays a growing role

and electronic equipment ensure

which, with the aid of robots, doctors

in surgery and beyond. Robots can

that their products meet the

can diagnose patients who may be

provide assistance in rehabilitation and

safety, reliability and performance

located on the other side of the world.

also be used as caregivers assisting

requirements of the industry as well
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as adhere to the standards, IEC
International Standards in particular,
which apply to them.

IECEE Certification complies
with IEC International Standards
IECEE, the IEC System of
Conformity Assessment Schemes
for Electrotechnical Equipment and
Components, ensures that electrical
and electronic devices and equipment
are reliable and meet expectations in
terms of performance, safety, reliability
and other criteria. The scheme applies
not only to the medical electrical

The Task Force is also responsible for:
• establishing a consensus with
acceptable methods for determining
compliance with all the relevant
clauses (in relation to ISO 14971)
of IEC 60601-1
• developing a checklist aimed
at assisting the medical equipment
industry, official authorities
and stakeholders around the world
to test appropriately
• acting as an Advisory Group on the
common understanding of
ISO 14971 with respect to
IEC 60601-1
• organizing specific training sessions
dealing with risk management issues

equipment itself but also covers
risks to patients, those who operate
the equipment – doctors, nurses
and technicians, for instance – and
maintenance personnel. IECEE has
placed special emphasis on this sector
in the last few years.
Medical equipment has its own

IECEE focuses on the marketplace
Showing the marketplace that a product
is tested and certified can help wellestablished multinational companies as
well as small and medium enterprises
(SMEs) as IECEE is recognized in all
member countries and beyond, thereby

aiding in reducing costs and time to
market and in eliminating the need for
multiple testing.

Mutual recognition
IECEE certification, based on the
principle of mutual recognition (reciprocal
acceptance) by its members, is also
essential in facilitating international
trade and allowing direct access to the
marketplace for regulators, vendors,
retailers and buyers.
Since 1985, the IECEE has positioned
itself as the global testing and
certification system for electrotechnical
equipment, issuing more than a
million certificates that are recognized
worldwide. The System is still
developing new programmes to provide
manufacturers and consumers alike
with the highest possible levels of
safety, performance and reliability.
More information: www.iecee.org

product category, MED or electrical
equipment for medical use, comprising
dozens of IEC International Standards
against which products are to be
tested and certified in the IECEE CB
Scheme. It includes the IEC 60601
series of Standards on the safety and
performance of medical electrical
equipment.

Greater focus on managing risk
Medical technology may be speeding
ahead, but IECEE is close behind
in terms of managing the risks
associated with new technologies. In
2007 it set up the Medical Electrical
Equipment Task Force (IECEE MEE)
whose responsibility is to deal with the
implementation of risk management
requirements as set out in the third
edition of IEC 60601-1, Medical
electrical equipment - Part 1: General
requirements for basic safety
and essential performance, published
in 2005 (Consolidated edition 3.1
of IEC 60601-1 published in 2012).

Medical nanobots
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Widespread risks
How best to ensure protection of industrial assets in hazardous areas
Claire Marchand
Contrary to preconceived ideas,
hazardous areas are not the
“privilege” of a few specific
industry sectors. They can be found
almost anywhere at any given time
when certain conditions leading
to the formation of an explosive
atmosphere are met.

What is a hazardous location?
Wikipedia defines hazardous locations
as “places where fire or explosion
hazards may exist due to flammable
gases or vapours, flammable liquids,
combustible dusts, or easily ignitable
fibres or flyings present in the air
in quantities sufficient to produce
explosive or ignitable mixtures.”

Obvious and not so obvious
The oil and gas, mining, chemical and
petrochemical sectors are the natural
candidates that come to mind. Their
operations are in hazardous areas and
their workers are exposed 24/7 to the
risks inherent to such locations.
But then there are many other industry
sectors that are either intermittently
exposed to explosive atmospheres or
that have very specific and confined
areas that can be classified as
hazardous locations.
Here are some examples of potentially
hazardous locations:
• Oil and gas refineries, offshore
platforms, rigs and processing
plants
• Drilling
• Fuel storage
• Automotive refuelling stations
or petrol/gas stations
• Aviation, refuelling and hangars
• Coal mining
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Hazardous areas include oil pipelines...

...the pharmaceutical industry...

...and silos for grain storage

•

•

•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Petrochemical/chemical processing
plants
Car manufacturing
Printing industries, paper
and textiles
Painting
Fertilizer industry
Gas pipelines and distribution
centres
Pharmaceutical
Distilleries and breweries
Food manufacturers
Grain handling and storage
Woodworking areas
Sugar refineries
Water treatment
Waste treatment, sewerage plants
Power generation
Military

•

Metal surface grinding, especially
aluminium dusts and particles
Surface coating industries

The list is by no means exhaustive.

Even at home
A simple kitchen presents potential
risks when flour, sugar or cocoa
powder is part of the ingredients
used to prepare a meal. All it needs
is a faulty light switch, one that emits
a small, hardly visible spark when
touched – totally innocuous most of
the time – to start an explosion. The
only safe course here is to keep the
area as clean as possible to avoid the
accumulation of powders and dusts in

CONFORMITY ASSESSMENT
nooks and crevices… and to have the
faulty switch fixed!

Ex-proof equipment
Factories and plants operating in
hazardous areas can rely on equipment
– in particular electrical equipment –
that is designed to contain explosions
within the device and that doesn’t
produce sparks with enough energy to
trigger an explosion.

Designed and built for Ex areas
All pieces of equipment and devices
used in explosive (Ex) atmospheres,
whether large or small, have to be
designed and built in compliance
with the very strict requirements set
out in standards and specifications,
most notably in the IEC 60079 series
of International Standards developed
by IEC Technical Committee (TC) 31:
Equipment for explosive atmospheres.

Testing and certification are a must
Designing and building devices operating
in Ex areas in compliance with IEC
International Standards is not enough
on its own. To ensure that any piece of
equipment meets the required criteria,
it has also to be tested and certified.
Products associated with a certificate
of conformity satisfy the criteria for safe
usage in hazardous environments.

IECEx is the only truly international
Conformity Assessment (CA) System
that provides testing and certification
for all Ex equipment and installations.
Certificates issued by IECEx provide
clear proof of compliance with
International Standards, an important
assurance for anyone responsible for the
safety of those working in such areas.

Repairing, not replacing
Because Ex equipment has a much
higher capital cost than the same
equipment used elsewhere, repairing
it is often more cost-effective than
replacing it. And again the IEC,
through TC 31, has developed an
International Standard, IEC 60079-19,
which gives instructions, principally
of a technical nature, on the repair,
overhaul, reclamation and modification
of equipment designed for use in
explosive atmospheres. This ensures
that unique Ex safety features are not
compromised during the repair or
overhaul process. The system includes
on-site audits prior to issuing the IECEx
certificate and periodic audit reports.
The IECEx Certified Service Facilities
Scheme also covers other Ex related
services, including installation
and inspection of Ex equipment
and installations.

All types of flammable materials
(vapour, dust and gas) necessary for an
explosion are present in beer and spirits
manufacturing facilities - here fermenting
tanks in a winery

assessing and certifying individuals
working in potentially hazardous areas.
The IECEx Certificate of Personnel
Competence (CoPC) provides
independent proof that the certificate
holder has the required qualifications
and experience for working on
electrical equipment located in
hazardous areas and can implement
IEC International Standards covering
explosive atmospheres.
For the CoPC, competence is
defined as “the ability to apply
knowledge” rather than simply
assessing knowledge. In this sense,
the assessment of persons includes
assessing their ability to perform
certain Ex-related tasks.

To make sure that the equipment
purchased meets the very strict
requirements specified in IEC 60079,
as well as those put in place by
national or regional regulations and
legislation, the Ex industry can rely on
IECEx, the IEC System for Certification
to Standards Relating to Equipment
for Use in Explosive Atmospheres for
testing and certification.

High level of safety
for Ex workforce
Ensuring that all equipment is
designed, built or repaired in
compliance with IEC International
Standards is essential but may not be
sufficient. What if those operating the
equipment do not possess the very
specific qualifications required to work
in Ex environments?

An IECEx certificate provides clear
proof of compliance with International
Standards, an important assurance for
anyone responsible for the safety of
those working in such areas.

To cover all safety aspects in Ex
environments and to complement the
Certified Equipment Scheme, IECEx
has developed the IECEx Certification
of Personnel Competence Scheme for

Increased level of security
Manufacturers who rely on IECEx
for the testing and certifying of their
equipment, who have their staff go
through the steps necessary to obtain
a Certificate of Personnel Competence,
have that additional level of security
that makes a real difference. They
know that they operate in the best
possible conditions and minimize the
risks inherent to Ex sector.
More information: www.iecex.com
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Relying on healthcare wearables
IECQ meets all requirements for safe, green electronic components
Claire Marchand
The doctor-patient relationship
has evolved tremendously in the
past decade or so. There was a
time when any medical exam had
to be performed at a hospital or a
doctor’s practice. The recent and
rapid emergence of home healthcare
technologies is slowly changing the
whole medical landscape.

Monitor health data anywhere
anytime
People suffering from diabetes, high
blood pressure or a heart condition
may find solace in these developments.
They can monitor their health data
on a daily basis while at home or in the
office, share it with their physician
and lead as normal a life as their
ailment permits.
Chronic disease management is only
one aspect of medical electronics.
Post-operative care and assisted living
for the elderly or those living in remote
and rural areas also benefit from these
new technologies.
The first electrocardiogram (ECG)
machine, invented by Willem Einthoven

Healthcare portable ECG (Photo: E-Health)

100 years ago, weighed more than
270 kg. Today, wearable cardiac
monitors may weigh about 100 grams.
Frequent travellers who need to
monitor their blood pressure daily have
devices that easily fit in a suitcase.
People who have to take medication
regularly can rely on electronic
pillboxes that remind them when to
ingest which pill. And so on…
As with any electronic equipment, all

diodes, light-emitting diodes
(LEDs), organic LEDs (OLEDs),
microelectromechanical systems
(MEMS) and nanoelectromechanical
systems (NEMS) are just some of the
numerous components that are widely
used in all kinds of electronic equipment
and devices, including medical devices
and wearables. For them to work
smoothly, they have to have highquality electronics inside. One faulty
component can have disastrous effects.

those devices would not exist without
electronic components. To accompany
the rapid technological developments
of recent years, electronic component
manufacturers have been designing
products that are smarter, much
smaller and offer enhanced
performance and functionality.

IECQ ensures product safety
and reliability
Electronic component manufacturers
and suppliers have a very powerful tool
at their disposal to ensure that their
products are safe, reliable and meet
the strictest requirements: IECQ, the
IEC Quality Assessment System for
Electronic Components.

Electronics inside
Sensors, connectors, resistors,
Home blood pressure monitor (Withings)
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capacitors, semiconductors,

As a worldwide approval and
certification system covering the
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This Electronic Medication Organizer and Dispenser (EMOD) was developed by the University of North Carolina at Chapel Hill
(Photo: Rehabilitation Engineering Design Projects, UNC)

supply of electronic components,
assemblies and associated materials
and processes, IECQ tests and
certifies components using quality
assessment specifications based on
IEC International Standards.
The numerous types of electronic
component covered by IECQ are used
in all kinds of technologies, from the
smallest device to the most complex
piece of equipment. At present, there
are 12 families of components certified
by IECQ:
•

Active components, including
integrated circuits;

•

Electromagnetic components;

•

Electromechanical components;

•

Electro-optic components;

•

Hybrid integrated circuits;

•

Passive components;

•

Printed wiring boards;

•

Wire, cables and connectors;

•

Assemblies;

•

Component Modules;

•

Ancillary items, e.g. insulator /
shielding materials, heat transfer
compounds and materials etc.;

•

Electronic part enclosures
and housing materials.

Hazardous substances: Facilitating
proof of compliance
Concern for the environment and the
need to eliminate hazardous waste
prompted IECQ to devise a new
scheme to help electronic component
suppliers prove that their products
comply with requirements to be free
of hazardous substances.
Since the launch of the programme in
2005, the IECQ Hazardous Substances
Process Management (HSPM) scheme
has grown tremendously. Many
countries around the world have
passed legislation restricting the use of
hazardous substances in electrical and
electronic products.
For instance the European Union (EU)
has adopted Directives restricting
the use of hazardous substances in
electrical and electronic equipment.
These Directives have become law in
all 28 EU member countries.

Equipment (RoHS) Directive,
the Waste Electrical and Electronic
Equipment (WEEE) Directive and the
Registration, Evaluation, Authorization
and Restriction of Chemicals (REACH)
Regulation.
Through IECQ HSPM certification,
electronic component manufacturers
and suppliers can demonstrate that their
electrical and electronic components
and assemblies meet hazardoussubstance-free specific local, national
and international requirements.
In the same way, manufacturers of
medical devices and wearables who
use electronic components that bear
IECQ HSPM certification can advertize
their products as free of all hazardous
materials.
Competitive edge
All IECQ certificates are recognized
in all IECQ member countries and

Manufacturers using IECQ HSPM
Certification are sure to meet EU
requirements set out in the Restriction
of the Use of Certain Hazardous
Substances in Electrical and Electronic

beyond, thus helping to reduce costs
and time to market and eliminating the
need for multiple testing.
More information: www.iecq.org
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Building trust
Focus on conformity assessment at WSC Workshop
Claire Marchand
What is conformity assessment
(CA)? Why is it important? Why is
it inevitably linked to standards?
Does it really add value to products
and systems? Does it have a role in
fighting counterfeit goods? Does
it facilitate access to markets
and trade? Those are just a few
of the many questions that were
raised during the World Standards
Cooperation (WSC) Workshop on
Conformity Assessment that took
place in Geneva, Switzerland,
on 1-2 December 2015.

Two sides of a coin

Organized jointly by IEC, the
International Organization for
Standardization (ISO) and the
International Telecommunication Union
(ITU) under the banner of the WSC, the
event gave participants the opportunity
to discover numerous aspects of
conformity assessment and the benefits
manufacturers, suppliers, regulators
and consumers can derive from the
extensive and generalized use of CA.

deliver real value.”

In his opening speech, IEC General
Secretary and CEO Frans Vreeswijk
summed it all up:
“Standards provide the measurement
and rating methods that allow
meaningful verification and testing to
take place. Conformity assessment
brings the written word in Standards
to the real world. It helps demonstrate
proof of conformity to a Standard. In
this sense, Standards and conformity
assessment are like two sides of a
coin and only together are they able to

The complementarity of Standards
and CA is a fact no matter what type
of CA – first-, second- or third-party
– is used. At its simplest, conformity

CA is a major component
of world trade
Today, many products require
testing for conformance with the
specifications of a relevant standard
or compliance with safety or other
regulations before they can be put
on markets. Even simple products
may require supporting technical
documentation that includes test
data. National legislation may
require testing to be carried out by
independent bodies, particularly when
the products concerned have health
or environmental implications. In fact,
conformity assessment has become
an important component of world
trade and is most often carried out
by specialist organizations, such as
inspection and certification bodies
and testing laboratories.

assessment can be defined as
“checking that products, materials,
services, systems or people measure
up to the specifications of a relevant
standard”.

Large scope
The WSC Workshop on Conformity
Assessment covered a wide array of
issues grouped into four main topics:
• Energy efficiency and sustainability
• Global conformity assessment
schemes
• Counterfeit products and
certificates
• Regulatory options and risk
management

Energy efficiency and
sustainability
Reducing energy consumption and
the dependency on fossil fuels is a
major challenge that governments,
organizations and corporations have
to tackle together in order to move
towards a more sustainable future.

Replacing older motors by the IE3 class is cost-effective and can lead to important
reductions in energy consumption
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One of the presentations focused on
the energy consumed by electrical
motors, mostly in industry and the
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Conformity assessment is a major component of world trade

efforts made to make them more
efficient. The IEC International Standard
IEC 60034-30-1 classifies motors,
from IE1 (standard) to IE2 (high) and
IE3 (premium), the most efficient class
of the three. Based on this Standard,
the IE3 class has been mandatory in
the European Union since January
2015. Replacing older motors by the
IE3 class is cost-effective and can
lead to important reductions in energy
consumption.

Global conformity assessment
schemes
Value is created in layers
A key outcome of this session was

The operational model used by the
IEC global CA Systems creates
two additional layers of value which
achieve higher quality, consistency
and reproducibility of international
conformity assessment results. Not
only are testing laboratories assessed
for competency, like accreditation,
but also for their understanding and
application of the common rules and
methodologies of the CA Systems.

While the issue of tackling substandard
counterfeit goods is crucial for
developing countries, it is also true
that market surveillance is a costly
operation, often beyond the limited
resources of many countries. The
suggestion was made to establish a
centralized international information
exchange to network data about
counterfeit goods. Counterfeits found
in one country usually surface in

Regulatory authorities should seek
more information on each of these
different value-adding layers, then
apply them in appropriate ways within
their regulatory policy and practice, and
reap the value that they create.

that the ISO/IEC 17000 series of
standards, also known as the CASCO
Toolbox, is the principle foundational
layer for establishing reliable and
consistent conformity assessment
infrastructure and services. National
accreditation bodies add a value layer
by using the Toolbox to qualify their
national CA bodies, while international
organizations such as the International
Laboratory Accreditation Cooperation
(ILAC) and the International
Accreditation Forum (IAF) work towards
achieving internationally-harmonized
accreditation auditing.

Counterfeit products
and certificates
While CA doesn’t have the complete
solution to the problem, it can
provide some ammunition in the
fight against counterfeit goods:
document authentication, retailer/
dealer certification, market surveillance
and testing. While CA cannot fight
corrupt customs officials or smuggling
networks, it can be used effectively to
detect fraudulent documents during
the importation process or counterfeit
goods when they reach the market.

Close up of an Apple charger...
(Photo: Suffolktradingstandards's Blog)

...and its counterfeit version note the spelling mistakes
(Photo: Suffolktradingstandards's Blog)
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several others as well. Knowing what
to look for is a first step towards the
eradication of counterfeiting activities.

Regulatory options and risk
management
In 2015 the World Trade Organization
(WTO) celebrated the 20 th anniversary
of its Technical Barriers to Trade
(TBT) Agreement. During these past
two decades, the aim was to get
member states to harmonize the use
of International Standards as the basis
for technical requirements in national
regulations. In future, greater focus
would need to be applied to the pursuit
of harmonizing CA requirements
across the world. The principles of the
TBT Agreement say that conformity
assessment should be appropriate,
transparent and not cause unnecessary
technical barriers. How that translates
into practice is still not very clear.
One of the outcomes of this section
was that a risk-based regulatory
system would be aligned with the
WTO TBT principles and that the
level of CA requirements would be
appropriate, transparent and not cause
unnecessary barriers to trade.

Standards and conformity assessment are like two sides of a coins: only together do they
deliver real value

invited to join. They generally agreed

development organizations (SDOs)

that CA is all about building trust among

was another issue raised during the

consumers, regulators and industry.
They also recognized that good CA
relies on good standards and that
better processes should be developed

minimize the issue, at least between
IEC, ISO and ITU.

to allow and encourage wider
stakeholder participation in standards
development, including academic,
regulators, end users, consumers and

All about trust
The closing session was an open
discussion between the event
moderators which all participants were

closing session. The WSC itself can
act as a practical mechanism to

so forth.

Attendees show appreciation
Close to 140 participants from
35 countries around the world
attended the WSC Workshop. They

The quality of standards and a

represented governments, trade

potential overlap between standards

and non-governmental organizations,
the private sector and academia.
According to the feedback they
provided, the event as a whole was
a great success. They expressed
the wish to have similar events in the
future, possibly every three years,
in other locations around the world,
preferably developing countries.
Smaller events focusing on CA could
be organized annually in conjunction
with the UNECE WP.6 meeting.

Buying and using counterfeit goods can lead to serious incidents causing fatalities
and material damages

28 e-tech I Issue 02/2016

More information on the workshop
website: www.wsccaworkshop.com/
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Upcoming global events
Events around EMC and batteries
Antoinette Price
The IEC regularly supports key
global and regional industry
events, which can present the IEC
endorsement on their website and
materials.

IEC Participants receive
a 30% discount off the full ticket price
using the IEC40-PE16 code

IDTechEx Printed Electronics
Europe conference and exhibition

EMC China 2016, 15 th China
International Conference &
Exhibition on Electromagnetic
Compatibility

Berlin, Germany, 27-28 April 2016
Printed electronics is of vital interest
to consumer goods, healthcare,
aerospace, electronics, media
and transit industries. More than
170 exhibitors, 2 500 attendees, will
discover 3D Printing, energy harvesting
& storage, IoT apps, EVs, wearables,
sensors and more.

More information: http://www.idtechex.
com/printed-electronics-europe/show/en/

Shenzen, China, 19-21 May 2016
At this world-class EMC exhibition,
leading industry companies and
experts will discuss many aspects of
EMC including emerging technologies,
safety, testing and more.
More information: www.emcexpo.com

The 15th China International Conference &
Exhibition on Electromagnetic Compatibility,
EMC China 2016, will take place in Shenzen,
China on 19-21 May 2016

International Flow Battery Forum
Karlsruhe, Germany, 7-9 June
May 2016
Manufacturers, developers, users
and investors will discuss research,
development and commercialization of
flow batteries and hear about specific
issues relating to opportunities in the
increasingly competitive energy storage
market place.
More information:
http://www.flowbatteryforum.com/

IDTechEx Printed Electronics Europe conference and exhibition will be held in Berlin,
Germany, on 27-28 April 2016

The International Flow Battery Forum will be held in Karlsruhe, Germany on 7-9 June 2016
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Together we’re stronger
Mentoring programme plays cohesive role in IEC community

From left: Christian Gabriel, Managing Director/Executive Secretary of the IEC National Committee of Austria, Izaiah Mulenga, Chikoma
Mwansa and Bernhard Spalt

Claire Marchand
“L’union fait la force” or “unity
makes strength” in English is the
national motto of Belgium and
Bulgaria and appears on the coat
of arms of several countries
and regions around the world.

Strength in numbers...
The motto fits the IEC philosophy
to a T. There are 167 countries in the
IEC Family, an all-time high. The past
20 years have made a difference.
The number of countries that have
become members of the Commission
has grown to reach 83. Together
with the 84 Affiliate Countries that
are now participating in the Affiliate
Country Programme, they are shaping
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the IEC of today to make it a strong
entity that is reckoned with in the field
of standardization and conformity
assessment.

…in diversity…
The 167 countries that form the IEC
are as diverse as they come. Some are
founding members of the Commission,
true pioneers in electrotechnical
standardization; some other members
that joined the IEC more recently may
still be learning the ropes.
As for the Affiliate countries,
participation in the Programme may
be their first brush with international
electrotechnical standardization and
conformity assessment activities.

…and in sharing experience
and know-how
While all participants in the Affiliate
Country Programme have the
opportunity to familiarize themselves
with the IEC, those among them that
have reached a certain level can benefit
from additional assistance in the form
of a Mentoring Programme that sets up
partnerships between long-established
National Committees (NCs) and Affiliate
National Electrotechnical Committees
(NECs).
The mentoring programme provides
help at the management and technical
levels. Mentoring at the management
level focuses on the reinforcement
of the NEC structure and its mirror
committees, as well as on the adoption

IEC FAMILY
A win-win situation
The programme concocted by the
mentor included many workshop
sessions which demonstrated the
Austrian NC’s processes and laid out
the national and European political/
legal situation. Participation in the
OVE standardization day, an IEC
training session led by IEC Community
Manager Jan-Henrik Tiedemann,
and visits to the OVE Certification
Department and the Federal Ministry
of Science Research and Economy
were also on the agenda. Several social
events and networking opportunities
strengthened the good spirit of the
The government building that houses the Federal Ministry of Science, Research
and Economy in Vienna (Photo: Bwag/Wikimedia)

of IEC International Standards as
national ones. Technical mentoring
enhances the participation of experts,
focusing on the procedures for
commenting on IEC International
Standards during the development and
providing guidance in understanding
the requirements laid out in these
Standards.
Benefits for all
Both mentor and mentee, not to forget
the IEC, can gain from the partnership
they engage in. Stronger ties may
provide mentoring countries with new
business opportunities in developing
or emerging markets. Mentees can
enhance their participation in IEC
standardization work and have their
voice heard sooner rather than later,
thus reinforcing the truly global
and leading role played by the IEC
in the electrotechnical field.
Currently 10 partnerships have been
established and are in varying degrees
of completion:
• Afghanistan-Malaysia
• Bhutan-Sweden
• Côte D’Ivoire-France
• DR Congo-France
• Ethiopia-Germany
• Mongolia-Germany

•
•
•
•

Peru-Mexico
Rwanda-Austria
Uruguay-Norway
Zambia-Austria

workshop.
In conclusion, both parties expressed
their deep satisfaction for what they
consider a win-win situation. Several
in-depth discussions and insights
on both national systems provided
understanding and ideas for both

The Zambia-Austria example
To illustrate the dynamics behind the
programme, let’s have a closer look
at a moment in time in the partnership
between Austria and Zambia.
The two countries began their
mentoring partnership in January.
As per the agreement they signed,
their aim is to reinforce the existing
NEC, reach out to stakeholders,
and master the working process for
comments on technical documents.

mentor and mentee. It was agreed that
the collaboration has to be continued.
The next steps will see Mulenga, as
Secretary of the Zambian NEC, and
his colleague Mwansa share what they
have learnt with their colleagues at the
national level, in particular concerning
stakeholder participation.
A follow-up discussion is planned
for spring 2016.

On 23-27 November 2015, two
representatives of the Zambian Bureau
of Standards (ZABS), Izaiah Mulenga
and Chikoma Mwansa, visited the
Austrian Electrotechnical Association
(OVE) in Vienna.
The main objective of the visit was
for the Zambian delegation to learn
about the Austrian NC processes
and practices such as stakeholder
engagement, Technical Committee (TC)
management and the use of IEC Tools.

The Mentoring Programme helps build
bridges and makes the IEC stronger
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Obituary – Mike Schmidt
Colleagues and friends mourn sudden death of leading expert
For Justin McCarthy, Chair of IEC SC 62A
and a consultant clinical engineer,
Schmidt was truly one of a kind.
“Mike was a one-off,” McCarthy said.
“His contribution to our work was
passionate and thorough, and he has
made a great contribution to the safety
of medical electrical equipment
and therefore to the safety of patients.
He will be greatly missed.”

Claire Marchand
The IEC is mourning the
unexpected death of a long-time
leader in the world of international
electromedical standardization.
Michael Schmidt, 65, died suddenly
on 17 February while on vacation
with his wife Sylvia in Florida, USA.
The accident occurred a week before
the Chairman’s Advisory Group (CAG)
meeting of IEC Subcommittee (SC)
62A: Common aspects of electrical
equipment used in medical practice.
Schmidt, a principal consultant and
owner of Strategic Device Compliance
Services in Cincinnati, Ohio, US, had
been actively involved in medical device
regulatory and standards compliance
for more than 20 years.

Mike Schmidt

“A few years ago, I saw Mike suffering
with the passing of his first wife,
so it was good to see him happy
again when he married his new wife
Sylvia,” remembered Norbert Bischof,
Secretary of IEC TC 62
and director of technical regulation
and standardization at Siemens.

Long-standing IEC expert
Schmidt had served as the Secretary
of IEC SC 62D: Electromedical
equipment, since 1996 and was the
Convener of IEC SC 62A Maintenance
Team (MT) 30, which deals with
overheating, fire protection, and
additional hazards associated with
electromedical equipment.

“Mike has been a true caretaker for
IEC SC 62D for two decades. He was
an incredible moderator with a strong
and deep voice unifying committee
opinions into one consensus,”
said Juergen Stettin, Chair of this
Subcommittee and CEO of ProSystem.
“He has given me a lot of good advice,
and I really miss him as a good friend.”

He was also a committed member
of the Association for the Advancement
of Medical Instrumentation (AAMI) since
1998, serving on several committees
until 2014. He had been Co-Chair
of the US Technical Advisory Group
to IEC TC 62: Electrical equipment
in medical practice, and SC 62A
since 2014.

Others involved with this committee
said they would miss Schmidt’s input—
both professionally and personally.

In their own words
Because of his passionate involvement
in IEC TC 62 over the years, Schmidt’s
passing has created an evident void.
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“I worked with Mike for about 10 years,
and he had become a dear friend,” said
Hae Choe, Assistant Secretary of
IEC SC 62A and a standards director
at AAMI. “Because of our work with this
group, we talked or emailed almost every
day, so it is strange to not see a message
from him. I will miss his sense of humor,
his incredible dedication and drive, his
passion for life, his love of good food,
and just not being able to talk with him.”

Chuck Sidebottom, Secretary of
IEC SC 62A, echoed this sentiment.
“Mike was passionate about patient
safety, the value of standards and the
standardization process, and the drive
to get on with the job,” Sidebottom
said. “His energy and insight will be
greatly missed by all who had the
privilege to know and work with him.”
At the IEC Central Office, Technical
Department Manager Rémy Baillif,
who was the Technical Officer in
charge of TC 62 for many years,
and Dennis Clagett, who’s retired
today but was the IEC Editor of the IEC
60601 series of International Standards
for medical electrical equipment, have
fond memories of Mike Schmidt.
“He was a true character who made a
strong impression on those who met
him and had the opportunity to work
with him,” Baillif reminisces.

The IEC SC 62D team: from left, Juergen
Stettin, Chair, Hae Choe, Assistant
Secretary and Mike Schmidt, Secretary
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Obituary – Dr Karl-Heinz Weck
IEC power systems expert passed away on 7 February 2016
Dr Edelhard Kynast and Dr Volker
Hinrichsen
Dr Edelhard Kynast, Chair IEC TC 28,
and Dr Volker Hinrichsen, Chair
TC 37, pay tribute to their colleague
and friend.
The IEC Family was deeply
saddened by the recent passing
of Dr Karl-Heinz Weck, Chair of
IEC Technical Committee (TC) 28:
Insulation co-ordination, from 1996
to 2014, and a member of several
other IEC TCs. He was 77.

Championing power systems
Nearly everybody in the power systems
community has at some time or other
heard about Dr Karl-Heinz Weck and
many have personally been in touch
with him during the last decades.

engineering. From 1971 to 2008
he was with FGH, an independent
German research institute dealing
with power systems. As head of the
test laboratories he was involved in
the practical aspects of engineering
issues around power transmission and
distribution equipment. Since 2008,
he had been active as consultant in
various fields of power systems.

Long-standing IEC expert
For most of his career, Weck was
involved in national and international
standardization. He was a leading
expert in insulation coordination,
overvoltage protection and surge
arresters as well as adjacent fields and
received several honours.

Dr Karl-Heinz Weck

CIGRE honours
In 1995 he received the CIGRE

And when using the current IEC
International Standards on insulation
coordination and surge arresters, we
should all be aware that many of the
topics addressed in the publications
were worked out by him or with his
support.

Weck was Chair of IEC TC 28 from
1996 to 2014, and a member of various
Working Groups (WGs) in several IEC
committees, including:
• IEC TC 14: Power transformers
• IEC TC 28: Insulation co-ordination
• IEC TC 36: Insulators
• IEC TC 37: Surge arresters

Weck started his career as assistant
professor at Technische Universität
Darmstadt after studying electrical

In 2015, he received the IEC 1906
Award, which recognizes exceptional
and recent achievement.

Technical Committee Award in
acknowledgement of his outstanding
contribution in the activities of
Study Committee 33 on Insulation
Coordination.

Lasting contributions
During meetings it was always
fascinating and a great experience
to see Weck arguing with absolute
engagement and extraordinary
knowledge. Very often he’d say: “That´s
not correct! You don´t understand this”,
followed by his detailed explanation
of the subject concerned. Despite
sometimes intensive discussions on
technical details, it was always a great
pleasure to be with him during coffee
breaks afterwards. He never took
controversial points of view personally.
We are sure that all of us who met
him would agree that we lost a great
colleague, teacher, expert and friend

Dr Karl-Heinz Weck (2nd from left, front row) and his TC 28 colleagues during the
IEC General Meeting 2014 in Tokyo, Japan

whose contributions will remain useful
well into the future.
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IEC/IEEE Standard is landmark
for nuclear industry
Joint IEC/IEEE Standard on electrical equipment qualification for nuclear power
plants will bring benefits to the industry worldwide

Technicians checking equipment inside Hartlepool nuclear power plant (Photo: EDF)

Morand Fachot

International Standards central

The safety of nuclear power plants

to nuclear NPP safety

(NPPs) and ensuring installations

Although ensuring a high level of safety

are safe to operate over their

for NPPs is a national responsibility,

entire lifetime is of global

nuclear safety rests on general safety

concern for people, the industry
and regulators. International
standardization organizations
cooperate to develop the best
possible International Standards
to achieve this. The IEC and
the Institute of Electrical and

standards and requirements set by the
International Atomic Energy Agency
(IAEA). The IAEA is the UN agency that
works to promote the safe, secure and
peaceful use of nuclear technologies.

Electronics Engineers (IEEE) have

These IAEA general safety standards

harmonized in a single double

and requirements cover many areas,

logo International Standard

such as the management system

qualification practices formerly

or safety assessment for facilities

given in two distinct publications.

and activities, the decommissioning of
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facilities or preparedness and response
for a nuclear or radiological emergency.
The qualification of “electrical
equipment important to safety”
is central to the safety of NPPs.
The primary objective of equipment
qualification (EQ) is “to demonstrate
with reasonable assurance that
equipment important to safety can
perform its safety function(s) without
experiencing common-cause failures
before, during, and after [an] applicable
DBE [design basis event].”
DBEs are “postulated events used in
the design to establish the acceptable
performance requirements for the
structures, systems, and components.”

IN STORE
isolation, reactor core cooling,
and containment and reactor heat
removal
•

electric equipment that is otherwise
essential in preventing significant
release of radioactive material
to the environment

•

all electrical equipment needed
to ensure emergency energy supply
to this equipment in case of a loss
of normal power supply

•

all electrical equipment needed
to ensure ultimate energy supply
in case of total loss of on-site power
(if selected as design extension
condition to be mitigated)

In its 1998 report the IAEA noted that
“a common weakness of NPPs built
to earlier standards, particularly of the
older ones, is a lack of qualification of
equipment important to safety”. This is
particularly important when the service
life of NPPs must be extended, during
which equipment qualified life must be
Steam turbines are at the centre of electrical equipment in NPPs (Photo: Siemens)

reassessed and extended.

The IAEA 1998 report on EQ
in operational NPPs states that
“requirements for implementing EQ
in NPPs are prescribed by various
international and national standards,
codes and guides.” The report clearly
lists IEC 60780:1998 and IEEE Std
323-2003 in a short catalogue of
publications that set EQ requirements.

IEC/IEEE 60780-323 contains the

The new double logo International
Standard, IEC/IEEE 60780-323:2016,
Nuclear facilities –Electrical equipment
important to safety – Qualification,
harmonizes in a single publication
qualification practices formerly given
by IEC 60780 and IEEE-323 on initial
qualification. This Standard, which
was developed by IEC Subcommittee
(SC) 45A: Instrumentation, control and
electrical systems of nuclear facilities,
in cooperation with the Nuclear Power
Engineering Committee (NPEC) of the
Power & Energy Society (PES) of the
IEEE, takes into account the need to

reassess and extend the qualified life of
electrical equipment regarding projects
to extend the operating life of nuclear
facilities. It also incorporates current
practices and lessons learned from the
implementation of previous versions of
this Standard by the nuclear industry.
IEC/IEEE 60780-323 cancels and
replaces IEC 60780:1998 and also
supersedes IEEE Std 323-2003.

following EQ details:
•

scope and object

•

terms and definitions

•

principles of equipment
qualification, including qualification
objective, qualified life and
condition, qualification elements
and documentation

•

qualification methods, which include
initial qualification, type testing,
operating experience, reassessing

Is EQ really that important?
Electrical equipment important to
safety in nuclear facilities is “equipment
that is part of a safety group and/or
whose malfunction or failure could lead
to undue radiation exposure of the site
personnel or members of the public.”
This equipment includes, among other
things:
• electrical equipment and systems
that are essential to emergency
reactor shutdown, containment

qualified life (methods, tests and
component replacement)
•

qualification programme, which
gives details of equipment
specification (identification,
interfaces, qualified life objective,
safety functions and service
conditions), of the programme plan
(ageing, maintenance, etc.) and of
its implementation (tests, operating
experience and analyses)
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Benefits of single Standard
outweigh those of several
publications
The benefits of bringing together two
distinct International Standards for
qualification of electrical equipment
important to the safety of nuclear
facilities into a single publication
emerged following discussions
between the IEC and IEEE. Seven
years were necessary to develop
this common Standard with the first
technical discussions being held
in April 2009 eventually leading to
the publication of the International
Standard in February 2016.

The cost of the qualification of electrical
equipment is very significant for NPP
building projects and IEC/IEEE 60780-323
will translate into substantial financial
savings for future projects, in particular
for exported NPP designs.
Although the general safety standards
and requirements for NPPs are set by
the IAEA, at national level nuclear safety
is generally supervised by national
regulators, such as the Autorité de
sûreté nucléaire in France, the Atomic
Energy Regulatory Board in India,
Rosatom in Russia, or the Nuclear
Regulatory Commission in the US.

The advantage of a single International
Standard replacing two publications
means that in instances when the
industry had to ensure equipment
qualification met either the IEC or the
IEEE Standard in different countries, it
now needs only a single Standard to
ensure compliance.
Talks have started about a possible
endorsement of IEC/IEEE 60780-323 as
an EN Standard (European Standard).
EN Standards are a means for the
uniform implementation of International
Standards throughout Western Europe.

Inspecting equipment at the Three Mile Island (Pennsylvania - US) NPP (Photo: Nuclear Energy Institute)
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Protecting information assets
Common terminology for information security management just revised

The family of IEC and ISO International ISMS Standards enables organizations to implement a robust framework for managing the security
of their information assets

Janice Blondeau

Serious threat to business

Managing information assets’

Cyberattacks are estimated to

Today, all information held and

security

cost businesses between USD 400

processed by an organization is subject

Information security focuses

and USD 500 billion a year, without

to risk of attack, as well as error,

on information considered a valuable

counting the large number of

natural disaster and other vulnerabilities

“asset” requiring appropriate

attacks which go unreported [1].

inherent to its use. Analyst firm Gartner

protection, for example, against

As cybercrime continues to rise,

estimated that worldwide information

the loss of availability, confidentiality

companies and CEOs are paying

security spending reached USD 75,4

and integrity.

more attention to this threat –

billion in 2015. The global cybersecurity

cyberattacks can be damaging to

market will grow to an estimated

The family of IEC and ISO International

corporate reputation and stock

USD 170 billion by 2020, according to

Standards on information security

performance.

a report from MarketsandMarkets [2].

management systems (ISMS) enables
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management systems – Overview and
vocabulary, provides a comprehensive
view of information security
management systems covered by the
ISMS family of Standards and defines
related terms and definitions.

Prof Edward Humphreys, Convenor of
Working Group 1 of ISO/IEC JTC 1/SC 27,
that developed the Standard

organizations to implement a robust
framework for managing the security
of their information assets, including
financial data, intellectual property,
employee details, and information
otherwise entrusted to them by
customers or third parties.

ISO/IEC 27000
The recently revised ISO/IEC 27000,
Information technology – Security
techniques – Information security

Keeping information secure
For an organization to meet its
objectives and strengthen its legal
compliance and image, the protection
of its information assets is essential.
The coordinated activities needed to
direct the implementation of suitable
controls and mitigate unacceptable
information security risks are part of
what is known as information security
management.

Common language
ISO/IEC 27000 gives an overview
of the ISMS family of Standards
(ISO/IEC 27001), how they support
the implementation of ISO/IEC 27001,
Information technology – Security
techniques – Information security
management systems – Requirements,
and how they relate to each other.
ISO/IEC 27000 also provides a
brief introduction to the information
security area and information security

Cyberattacks are estimated to cost businesses between USD 400 and USD 500 billion a year
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management systems, describing how
to implement, operate, maintain
and improve the ISMS.
It provides an understanding of how
the ISO/IEC 27001 family fits together
through its multi-faceted approach,
clarifying the Standards’ scopes,
roles, functions and relationship to
each other. In addition, ISO/IEC 27000
gathers in one place all the essential
terminology used in the ISO/IEC 27001
family.
ISO/IEC 27000:2016 revises
the 2010 edition; it has been updated
and extended to align with the
revised version of ISO/IEC 27001
and other Standards of the family
that are currently under review. It was
developed by Subcommittee (SC) 27:
IT security techniques, of the ISO/IEC
Joint Technical Committee (JTC) 1:
Information technology.
[1] The Business of Cybersecurity:
2015 Market Size, Cyber Crime,
Employment, and Industry Statistics,
Forbes magazine, Steve Morgan,
16 Oct 2015
[2] Cyber Security Market,
MarketsandMarkets report + press
release

EDITORIAL FOCUS – PREVIEW

Transportation
In issue 03/2016, e-tech will focus on several issues pertaining to the transportation
sector. Growing concern about the adverse impact of noxious emissions from
internal combustion engines is driving the electrification of public means of urban
transportation on roads and, increasingly, on water too. The general adoption of fully
electric buses is still some years away, but a gradual transition to cleaner vehicles
relying on various hybrid solutions is under way. In some countries, electric drives
are being installed in small ferries carrying passengers and vehicles to cut pollution
from diesel engines on inland waterways. Meanwhile, in additional steps to cut
reliance on fossil fuels and pollution, small battery-powered driverless vehicles are
being introduced for home deliveries and so-called energy independent vehicles
propelled entirely by on-board conversion of wind, sun, waves and other ambient
energy sources, are being developed.

Photo: Norled
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